In the last three decades, we have seen a significant increase in trading goods and services through online auctions. However, this business created an attractive environment for malicious moneymakers who can commit different types of fraud activities, such as Shill Bidding (SB). The latter is predominant across many auctions but this type of fraud is difficult to detect due to its similarity to normal bidding behaviour. The unavailability of SB datasets makes the development of SB detection and classification models burdensome. Furthermore, to implement efficient SB detection models, we should produce SB data from actual auctions of commercial sites. In this study, we first scraped a large number of eBay auctions of a popular product. After preprocessing the raw auction data, we build a high quality SB dataset based on the most reliable SB strategies. The aim of our research is to share the preprocessed auction dataset as well as the SB training (unlabelled) dataset, thereby researchers can apply various machine learning techniques by using authentic data of auctions and fraud.
Introduction

Auction Fraud
by honest bidders and victims i.e. auction winners [BKS + 15] . Indeed, it is challenging to detect fraud occurring during the bidding period, and in our study, we are concerned about this kin of fraud.
Shill Bidding Fraud
Shill Bidding (SB) is the most common auction fraud but the most difficult to detect due to its similarity to normal bidding behaviour [DSX09, FXV12] . A shill bidder is a malicious user (the fraudulent seller and/or his accomplices) who bids aggressively in order to drive up the price of the product only to benefit the owner of the auction. SB may cause a massive money loss for genuine sellers and bidders in the context of high priced products and also products with unknown value in the market, such as antiques [CBA16] . As mentioned in [Tre18, DSX09] , excessive SB could lead to a market failure. Online auctions may affect the users' confidence, which may negatively impacts the auctioning business. In fact, several sellers and their accomplices have been prosecuted due to SB activities, including:
• In 2001, three sellers were charged of SB fraud worth a pay-off of $300,000 through 1100 auctions of art paintings. The fraud was conducted on eBay with more than 40 fake accounts [Tre18] .
• In 2007, a jewellery seller was accused of conducting SB fraud on eBay, and had to pay $400,000 for a settlement. Also, he and his employees were prevented from engaging in any online auctioning activities for four years 2 .
• In 2010, a seller faced a £50,000 fine after being found outbidding himself on eBay. He claimed that: "eBay let me open up the second account and I gave all my personal details and home address to do so." 3 .
• In 2012, the online auction Trade Me had to pay $70,000 for each victim after the investigation discovered SB fraud conducted by a motor vehicle trader in Auckland. The fraud was carried out for one year, and caused a significant loss for the victims. Trade Me blocked this trader from using their site, and referred the case to the Commerce Commission for a further investigation 4 .
• In 2014, a lawsuit was filled against Auction.com by VRG in California claiming that the website allowed SB. The bid of $5.4 million should have secured the property as the plaintiff declared, and yet the winning price was 2 million more. Auction.com was accused of helping the property's loan holder, which is not fair for genuine bidders. The California state passed a law on July 1, 2015, which requests the property auctioneers to reveal bids they submit on a seller's behalf 5 . The spokeswoman for the California Association of Realtors said: "To the best of our knowledge, we're the only state to pass this sort of legislation, even though we believe shill bidding to be prevalent all over the country."
eBay policy states that "Shill bidding can happen regardless of whether the bidder knows the seller. However, when someone bidding on an item knows the seller, they might have information about the seller's item that other shoppers aren't aware of. This could create an unfair advantage, or cause another bidder to pay more than they should. We want to maintain a fair marketplace for all our users, and as such, shill bidding is prohibited on eBay.
6 ". This statement clearly demonstrates that SB is troublesome and tough to be addressed.
Generation of Shill Bidding Data
Safeguard against SB fraud is lacking because of several issues, including:
• The difficulty of extracting authentic data from auction websites.
• The laboriousness of preprocessing the raw auction data.
• The difficulty of identifying proper SB patterns.
• The complexity of defining metrics for the SB patterns and measuring them from the original auction dataset.
To produce a reliable fraud training dataset, SB patterns must be measured from original auction data. The latter represent the real behaviour of auction users, which is important to develop robust SB classification models and perform valid empirical assessment. In commercial auctions, there is a tremendous amount of data that can be collected to provide useful information about the behaviour of users. However, obtaining online auction data is a very tedious task as demonstrated in the related work section. In our study, we have employed a robust commercial Web scraper that is able to capture a large volume of data from completed auctions of a certain product. Nevertheless, the original dataset contains irrelevant and redundant attributes, missing values and inappropriate value formatting. Therefore, preprocessing the auction dataset is a critical step before measuring the SB patterns and building robust fraud classifiers. Still, data preprocessing is a very time consuming phase as shown in this present report. The aim of this research is to share the preprocessed auction dataset as well as the SB training (unlabelled) dataset, thereby researchers can apply various machine learning techniques by using authentic auction and fraud data.
Related Work
Online auction sites, such as eBay, Taiwan, Yahoo!, TradeMe and uBid, provide massive amounts of valuable data (made public) that can be utilized by researchers to understand the behaviour and trends of auction users as well as the popularity of products. Nevertheless, extracting data from websites and then structure them into a proper dataset are very challenging tasks. To this end, researchers may employ commercial (general) Web scrapers, or implement their own auction scrapers. But very few developers built their own auction scrapers to pursue their studies [YL08, BTLR09, PCWF07] . However, for some reasons that we did not come across, the software of the auction crawlers are not available for the public use.
Due to the complexity and cost of collecting auction data, developers introduced different techniques to improve the scraping efficiency. For instance, [YL08] implemented a parallel crawling tool based on multi-agent technology. Two types of crawling agents have been introduced: one to find users in the auctions and store them in a list of user IDs to avoid duplication; the other one to check the user ID list and crawl the unvisited users, and create the users' profile by capturing the auction contents. The experiment took place on eBay where only 7,682 pages were collected in an eight-hour time period, but without collecting the bidding list of each auction. If those lists were captured, the time may significantly increase.
Another extraction tool is suggested in [BTLR09] where the completed auctions are extracted immediately while the ongoing auctions are first traced by the software, and once finished, data are collected. This tool is concurrently set up on several desktop computers to gather data using different search criteria of different auctions. Even though it was running on multiple computers, the tool extracted only 1,300 auctions during a one-month period. On the other hand, [PCWF07] applied a queue technique to ensure that a user is not crawled more than once. Every seen user who has not been crawled yet is stored in the queue. For each loop, the first user is popped and all his feedback ratings are crawled. Then the popped user is marked as visited and stored in a different queue. To increase the crawling time efficiency, parallelism is engaged using a naive breadth-first search technique.
Another option of collecting data is to utilize commercial Web crawlers, which provide portable software and services for users. The latter can purchase the license to download the scraper software, then extract the desired data. Also, users can have a contract with the web scraping provider to capture data for them and then deliver data in a certain format (CSV, Excel and API). There are two main issues faced by any Web scraper, be it general or auction specific: 1) the developers must obtain permission to crawl data from the desired auction site; 2) after a certain period (usually 2 to 3 months), auction sites delete data because of the storage limitation issue [GS17] .
Extraction of Raw In-Auction Data
There are several professional web scrapers, such as Octoparse and Mozenda [AMA17] , which extract data from any websites. We employed the fully automated scraping service provided by Octoparse 7 that is able to effectively collect a large number of auctions of a certain product, including all the details about the auctions, bidders and bids. In the main page containing the auction listing, each product page is parsed and information are then extracted.
We crawled from eBay the auctions of iPhone 7 for a period of three months, March to June 2017. We selected this product for reasons that may increase the chance of SB activities:
• It is in high demand since it attracted a high number of bidders. After tracing the eBay search results for all types of iPhones, we obtained a daily average of 3808 iPhones auctioned in June 2017 8 .
• It is marked as a "hot" product on eBay, which means it is among the most sold items in its category. According to Terapeak website [ter16], 93% of iPhone 7 sales belong to the "cellphones and accessories" category.
• It has a good price range with the average of $610.17 (U.S currency). More the item price is high, more the possibility of fraud. Indeed, there is a direct relationship between SB activities and the auction price [SW17] .
• The bidding duration varies between 1, 3, 5, 7 and 10 days. In long auction duration, a shill bidder may easily mimic usual bidding behaviour [DSX09] . However, as claimed in [CC14] , fraudulent sellers receive positive rating in short bidding duration. Thus, we considered long and short bidding duration as shown in Table 1 . More precisely, we focused on the most popular auction protocol [CS03] : Forward (one seller and multiple buyers) and English (open ascending price bidding). In addition, we utilized three filters to capture the iPhone 7 auctions: 1) from eBay.com of North America, 2) from "cellphones and accessories" category, and 3) the wining price in each auction must be more than $100. In Table 2 , we provide statistical information about the collected iPhone 7 auctions before the preprocessing task. 
Preprocessing of In-Auction Data
Original datasets often contain defective, missing and duplicated data that must be resolved to avoid misleading the learning process and returning an undesirable classification performance. Our preprocessing phase consists of transforming auction data into suitable data to be able to produce high quality SB data. More precisely, we conducted several preprocessing tasks, including data cleansing, re-formatting, aggregation and addition.
Data Cleansing
Firstly, we need to remove noisy data possessing the following characteristics:
• Irrelevant and duplicated attributes: several attributes in the raw dataset are not needed to compute the SB metrics, such as the product location and ID, feedback ratings of sellers and bidders, and bidders' account links. Also, some data are displayed twice on the main auction page and inside the auction link, such as the seller name, auction starting time, number of bids, and seller rating. There attributes are removed.
• Duplicated records: during the scrapping process, some data have been collected more than once, e.g., when a bidder participates more than once in an auction, the crawler collects his history each time. For example, let us suppose a bidder has 10 records in his bidding history, and he participated two times in an auction, then the crawler will grab his history each time. As a result, we would receive 20 records of that bidder but 10 of them have been already captured.
• Records with missing values: there are several rows without the bidders' IDs; and we are not certain whether it was caused by eBay side or the scrapper itself. These IDs cannot be generated by using the inputting techniques. So, we need to delete them.
• Auctions with less than 5 bids: these auctions did not engage any SB fraud because the very few placed bids are genuine. In some of these auctions, the items were sold using the "Buy-It-Now" feature on eBay (bidders can pay off the price directly by clicking Buy-ItNow button). In some other auctions, sellers canceled their sales due to reasons like the items were not available anymore for sale, or error discovered in the listing 9 .
• Auctions with inconsistent data: several attributes contain incompatible values. For instance, the last submitted bid is greater than the winning price, or the starting price is greater than the winning price. So, we decided to remove these auctions to not mislead the fraud classifiers.
The statistics after cleaning noisy data are presented in Table 2 . As we can see, a good number of records have been deleted due to the issue of dupplicationg data.
Attribute Aggregation
We need to aggregate the date and time attributes into a single attribute for three features as presented in Table 3 . Also, we converted the month into a number. 
Attribute Reformatting
In Table 4 , four features, date, time, duration and price, must be reformatted into a quantitative value to be able to compute the SB metrics. The date and time were both changed into seconds by calculating the seconds from the date we received the raw dataset (2017-07-07 00:00:00) to the date-time attributes in each auction. Regarding the final price attribute, we deleted the currency and converted the value data-type from varchar to float. 
Attribute Adjustement
After a thourough examination of the whole auction dataset, we found out that several auctions contain attributes that are uncompatible with the existing list of bids. For example, the "Number of Bids" attribute is different from the actual number of submitted bids in an auction.
We have the same issue with the attribute "Number of bidders". We believe that these values have been corrupted during the crawling process. We fixed all the inconsistent values.
Attribute Addition
In our original data, a specific URL represents an auction, which is not a proper format for measuring SB patterns. To overcome this problem, a new attribute called AuctionID is given to provide a unique integer identifier for each auction. However, the AuctionID is repetitive in the dataset w. r. t. number of bids in that auction. This will make the computation of the SB patterns time consuming. So, the AuctionID cannot be the primary key for the records in the auction dataset. Thus, there is a need to represent several attributes: AuctionID, BidderID and Bid Submit Time Sec, with a single identifier for each record. Thus, a new attribute is added to the dataset called recordID to uniquely identify each individual record. The relevant set of auction attributes are presented in Table 5 . 
Characteristics and Metrics of Shil Bidding
To increase the revenue of the seller, a shill bidder inflates the price of the product by bidding aggressively. Once the price is high enough for the seller and the last submitted bid is of a honest bidder, the shill bidder stops competing, and thus making the normal bidder win the auction. Thus, the winning bidder pays much more than the real value of the product
Strategies of Shill Bidding
By examining throughly the literature on the SB strategies [DSX10, FXV12, SW17], we compiled below the most common and most relevant SB patterns. Moreover, the selected SB patterns are non redundant as they represent one unique aspect of the bidding behaviour. This is very important to build robust classifiers.
1. Bidder Tendency: a shill bidder participates exclusively in auctions of few sellers rather than a diversified lot. This is a collusive act involving the fraudulent seller and an accomplice. The latter acts as a normal bidder to raise the price.
2. Early Bidding: a shill bidder tends to bid pretty early in the auction (less than 25% of the auction duration) to get the attention of auction users.
3. Bidding Ratio: a shill bidder participates more frequently to raise the auction price and attract higher bids from legitimate participants.
4. Last Bidding: a shill bidder becomes inactive at the last stage of the auction (more than 90% of the auction duration) to avoid winning the auction.
5. Auction Starting Price: a shill bidder usually offers a small starting price to attract legitimate bidders into the auction.
6. Successive Outbidding: a shill bidder successively outbids himself even though he is the current winner to increase the price gradually with small consecutive increments.
7. Winning Ratio: a shill bidder competes in many auctions but hardly wins any auctions.
8. Auction Bids: auctions with SB activities tend to have a much higher number of bids than the average of bids in concurrent auctions (i.e. selling the same product). Therefore, sellers of these auctions have a high probability of colluding with shill bidders to increase their profits.
We would like to mention that we did not use four other SB patterns proposed in the literature:
1. "Nibble Bidding" refers to a bidder who outbids others with a very small increment. We do not consider this pattern as a strong sign of fraud since normal bidders may do the same 10 . Additionally, this pattern is not present in the iphone7 auctions because the minimum bid increment has been fixed to $5.
2. "Reserve Price Shilling" denotes a shill bidder who aggressively outbids himself as long as the current auction price is less than the reserved price. We do not take into account this pattern for the simple reason that the reverse price is hidden by eBay. Nevertheless, Successive Outbidding and Bidding Ratio patterns are enough to cover this pattern.
3. "Buyer Rating" and "Seller Rating" patterns represent the bidder's and seller's reputations in the auction house where buyers and seller can leave a feedback rating once the transaction has been completed. We exculded these patterns due to the high potential of misusing this feature by fraudulent rings [FXV12, DSX09] .
Weights of Shill Bidding
As presented in Table 6 , we have categorized SB patterns in two dimensions: the first one illustrates the pattern category (bid-wise, bidder-wise or auction-wise), and the second one its relative weight.
1. Bidder property refers to the SB pattern that describes the user's participation in the whole auction dataset. These patterns are Bidder Tendency and Winning Ratio, which respectively examine how many times a user attended to a specific seller, and his intention to whether win the auction or just inflate the price.
2. Bid property illustrates features related to the submitted bid, such as Early Bidding to check the time between the auction starting time and the first placed bid, Bidding Ratio to compare the bidder's participation with other users, Successive Outbidding to check whether the bidder outbidded himself or not, and Last Bidding to verify whether a bidder became idle at the last stage of the auction.
3. Auction property is inherent to the auction itself, such as Auction Starting Price, which is compared to the average of all the auctions' starting prices, and Auction Bids is compared to the average of the number of bids in all auctions.
As mentioned earlier, shill bidders may behave similarly to usual bidders [GS17, FXV10] . Each SB pattern reflects a specific aspect of the bidder's behaviour. Thus, it is necessary to study each pattern individually to provide a proper weight. But first let us consider the following two scenarios: (1) a bidder outbids others aggressively with the real intention of winning the auction, not to raise the item price. The problem with this scenario is that the bidding ratio is high; (2) A seller gives low starting price just to attract more bidders in order to sell the product quickly. Therefore, to differentiate between suspicious and normal bidders, we assign different levels of weights: low, medium and high [GS17, SW17].
1. Low weight SB: Early Bidding and Auction Starting Price are given low weight because they occur very early in an auction. The high number of auction bids might refer to the high quality of an item or the excellent reputation of a seller [GS17] . Thus, low weight is assigned to it as well.
Medium weight SB:
In general, Last Bidding indicates the genuineness of the bidders to not win the auction [DSX10] . However, the cost of an item might get higher than what it is worth from the bidder's perspective, hence, he stops bidding. Therefore, medium weight is assigned to Last Bidding pattern. Medium weight is given to the Bidder Tendency pattern as well since on one side, some sellers make under table contract with bidders to increase their profits, but on the other side, the bidder is honest and desires to win the auction. Bidding Ratio is also considered of low weight since high bidding ratio might indicate the motive to win the auction.
3. High weight SB: Since Winning Ratio pattern reflects the user behavior in the all auctions that he participated in, high weight is given to it. Also, the goal of shill bidders is not to win the auction but to increase the price of an item. A high weight is also assigned to Successive Outbidding pattern since normal users surely will not outbid themselves [SW17] .
As suggested in [SW17] , we manually assign the value of 0.3 to the low weight, 0.5 to the medium weight and 0.7 to the hight weight. 
SB Metrics
The where AuctionW on() is the total number of auctions won by a bidder, and auctionP artHigh() is the total number of auctions where the bidding ratio of the bidder is higher than 10% of the total bids. This will eliminate the issue of non-active users. 
Generation of SB Data from In-Auction Data
To produce SB data, the eight SB patterns are measured for all the bidders of the iPhone7 auctions. To accomplish this task, we use MSSQL to store the values of the 12 attributes for each auction, and then calculate each pattern against each bidder in each auction. As a result, we generate a SB dataset with a tally of 6321 instances. An instance represents the conduct of bidders in a certain auction. It is a vector of 10 features: Auction ID, Bidder ID and the eight SB patterns. Table 7 provides some statistical information about our SB dataset. We may mention that we examined carefully the whole SB dataset to check for outliers (values that are outside the range of [0, 1]), and we did not find any. Outliers maybe present in a dataset due to corrupted data during the crawling process. From the SB dataset, we deduced the following facts as shown in Table 7 :
• 26.25% of bidders aggressively outbidded themselves and others but did not win any auctions. The behavior of those bidders indicates that they committed SB.
• 8.5% of bidders did not highly participated in the auctions but won. Those bidders were fairly active at the last auction stage. All these refer to genuine behaviour.
• 60.4% of bidders looked normal and did not win. Indeed, those bidders did not aggressively outbid others and did not submit successive bids.
• 4.9% of bidders extremely outbidded others and won the auctions. This indicates their desire to win the auction.
• The average number of bidders in auctions with a low starting price is 10, whereas the average is 6 in regular auctions with a regular starting price.
• 11.5% of bidders submitted bids at an early stage and aggressively outbidded others but did not win any auctions. This indicates their intention to increase the item price. As presented in Table 8 , Successive Outbidding pattern is relatively high since 31.13% of samples/bidders aggressively outbiddded others. Last Bidding pattern also shows that 31.26% of bidders remained inactive at the last auction stage whereas 33.4% of bidders participated at the early stage. A good number of bidders (46.6%) tends to bid in auctions with a low starting price.
Future Work
Here, we provide the future directions of our research work, which is illustrated in Figure 1: • One of the most challenging tasks in machine learning is to label the training dataset.
Subsequently, the next phase is to label the SB data into "Normal" and "Suspicious" by using two main methods: unsupervised learning, such as clustering, or semi-supervised learning.
• Fraud data are highly imbalanced, and this class imbalance has been shown to reduce the performance of baseline classifiers as demonstrated in [GS18] . In this situation, the classifiers are biased towards the normal class, which means that fraud instances tend to be classified as normal ones. The imbalanced learning problem is a continous area of study [ZSM15] , which maybe solved via data sampling or cost-sensitive learning.
• Instead of using a single learning model, we will apply ensemble learning to build the optimal SB classification model in order to avoid the overfitting problem, lower the model's error ratio and decrease the bias and variance errors. The most popular ensemble methods are Bootstrap Aggregation (Bagging) and Boosting. Therefore, both methods will be investigated to determine the most effcient one four our SB dataset. 
